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Deep neural networks (DNNs) have widespread applications in industries such as image
recognition, supply chain, medical diagnosis, and autonomous driving. However,
previous work has shown that the high accuracy of a DNNmodel does not imply high
robustness (i.e., consistent performances on new and future datasets) because the input
data and external environment (e.g., software andmodel configurations) for a deployed
model are constantly changing. Therefore, ensuring robustness is crucial to enhance
business and consumer confidence. Previous research focuses mostly on the data
aspect of model variance. This article takes a holistic view of DNN robustness by
summarizing the issues related to both data and software configuration variances.
We also present a predictive framework using search-based optimization to generate
representative variances for robust learning, considering data and configurations.

Deep neural networks (DNNs) are increasingly
deployed into critical systems to solve com-
plex applications, including medical diagnosis,1

electricity supply chain,2 and drought resilience.3 How-
ever, despite their wide adoption in many complicated
tasks, DNNs are still far from perfect. Existing learning
models often yield imprecise or incorrect outputs for
real-world applications due to imperfect data and/or
configurations.4 For example, multiple identical training
procedures may generate different models with accu-
racy variances in the presence of various factors includ-
ing data perturbations (e.g., limited, weakly labeled, and
concept-drifting training samples) and variances caused
by software implementation and configurations [e.g.,
nondeterministic deep learning (DL) layers, and random-
weight initialization and floating-point imprecision]. Ana-
lyzing DNN robustness issues can help practitioners
and researchers build more reliable DL systems.

Figure 1 shows the experiments on a range of appli-
cations, with performance fluctuations due to data-
and configuration-related perturbations. In response to
such data and configuration variances, the robustness
property [i.e., minor modifications to the (future) inputs
of DNNs must not alter its outputs] has been exten-
sively studied in the DL community. Robustness is the
most noteworthy correctness property of DNNs. Assur-
ing robustness is critically important to prevent artificial
intelligence systems from experiencing environmental
perturbations.

Previous research on DNN robustness has often
focused on single impacts, as noted in Pham et al.5 For
example, Shu et al.6 proposed a new Omni solution
with a multimodel ensemble to address the impact
of well-crafted adversarial samples on identification
performance. Pinto et al.7 observed that Mixup can
significantly reduce performance when detecting out-
of-distribution (OOD) samples. Xiao et al.4 investigated
the impact of CPU multithreading on DNN systems,
while Pham et al.5 examined the performance of identi-
cal models with random seeds and nondeterminism-
introducing factors under different training runs. Dong
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et al.8 investigated the correlation among the test cov-
erage, robustness, and metrics associated with attacks
and defenses in DNNs. These recent approaches pro-
vide some insights into the various factors affecting
DNN robustness.

Fewer studies have been conducted on a holistic
understanding of the combined effects of diverse data
and configuration factors. Initially, we present influenc-
ing factors for data and configuration variance in vari-
ous real-world domains (see Table 1). Subsequently, we
investigate the impact of combinatorial factors on
DNN robustness in image classification. Our findings
reveal that these factors introduce composition effects
often overlooked in current research. Leveraging this
insight, we formulate a robustness property considering
perturbations to both data and configurations. Addition-
ally, our ongoing research focuses on a novel search-
based variance prediction method designed to expedite
the identification of influential factors affecting DNNs.

PERFORMANCE VARIANCES—
DATA AND CONFIGURATIONS

DNN models suffer from performance variances
due to imperfect data or configurations, which can
produce unreliable learning systems for a range of
applications.

IMPACTS OF SINGLE FACTORS
Table 1 briefly describes five representative DNN proj-
ects related to the missionsa from the Commonwealth
Scientific and Industrial Research Organisation (CSIRO),
and Figure 1 presents the corresponding experimental
results from these projects regarding data and configu-
ration perturbations:

FIGURE 1. A range of applications in DNN projects, with their corresponding data and configurations. Accuracy on classification

and root-mean-square error (RMSE) on regression tasks. (a) Weakly labeled data. (b) Covariate shifts. (c) Out of distribution

(OOD). (d) Model initialization. (e) Random seed. SGD: stochastic gradient descent.

TABLE 1. A range of applications in DNN projects, with their corresponding data and configurations.

Application use cases Data

Configurations

Network architecture Learning method

(a) Recycling waste classification TrashNet* ResNetþAttentionb SGD

(b) Traffic forecasting Traffic prediction dataset† GRUc SGD

(c) Water quality forecasting Water quality data‡ Dual HeadSSIM¶ Adam

(d) Renewable energy prediction Deep forecast§ DL-STF# RMSprop

(e) Medical diagnosis Physionet 2017 datasetjj ResNet1 Adam

GRU: gated recurrent unit. *GitHub. Dataset of trash images. https://github.com/garythung/trashnet. †Kaggle. Traffic prediction dataset. https://
www.kaggle.com/datasets/fedesoriano/traffic-prediction-dataset. ‡Kaggle. Real-time water quality data. https://www.kaggle.com/datasets/ivivan/
real-time-water-quality-data. §Github. Dataset of wind speed. https://github.com/amirstar/Deep-Forecast. jjThe PhysioNet/Computing in Cardiology
Challenge 2017. https://physionet.org/content/challenge-2017/1.0.0/. ¶Dual-head sequence-to-sequence imputation model (Dual HeadSSIM3)
denotes the dual-head bidirectional GRU structure with cross-head attention. #DL-based spatiotemporal forecasting (DL-STF2) denotes the
spatiotemporal recurrent neural network.

aCSIRO’s missions: Partner with us to tackle Australia’s
greatest challenges, https://www.csiro.au/en/about/challenges-
missions
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1) Weakly labeled data, which comprising partially
labeled training samples, can impair the DNN
model’s accuracy. In the TrashNet dataset,
some plastic and glass bottle images have incor-
rect labels. RecycleNetb experienced a 4.89%
accuracy drop attributed to these weakly labeled
training samples.

2) Covariate shifts, which demonstrate a distribu-
tion shift across time periods, adversely impact
the model’s performance. Figure 1(b) illustrates
substantial root-mean-square error (RMSE) vari-
ance in two recurrent neural network modelsc

trained on distinct temporal data segments
(i.e., 2016.11.1–2017.2.28 and 2017.3.1–2017.6.30)
for addressing traffic (supply-chain) congestion.

3) OOD data, which are introduced by the open
set, cause untrustworthy estimation of the DNN
model’s performance. Figure 1(c) shows the
increasing RMSE on the OOD testing set, which
reveals the performance degradation of a gated
recurrent unit model3 on the water quality fore-
casting problem.

4) Model initialization arises from varying model
initialization methods. In our wind speed fore-
casting project,2 we experimented with different
weight initialization methods using the same
dataset and implementation. Figure 1(d) reveals a
0.65 RMSE difference between He et al.’s9 and
Glorot and Bengio’s10 initializations.

5) Random seed introduces nondeterministic fac-
tors during DNN training with stochastic algo-
rithms. Figure 1(e) illustrates accuracy variations
in DNN-based electrocardiogram recognition for
cardiac arrhythmia diagnoses.1 We ran 30 training
jobs on ResNet with different random seeds (while
keeping other settings constant), resulting in aver-
age performance differences exceeding 10%.

IMPACTS OF COMBINATORIAL
FACTORS

From the results in Figure 1, different factors can cause
substantial performance variances. To further inspect
the impacts of combinatorial factors, we exercised and
compared the eight executions of arbitrary combina-
tions with three factors from Table 2 [i.e., an adversarial
attack ðF1Þ, a label-flipping attack ðF3Þ, and weight
modification ðF5Þ] to an image recognition model
trained using the CIFAR-10 dataset. In Figure 2, the
baseline model achieves 77.24% accuracy without per-
turbations, and we configure the settings regarding
“F1” by the fast gradient sign method11 adversarial
attack with r¼ 0:003 [defined in (2)] “F3” by multiclass
label flipping12 on 20% training data, and “F5” by a
random-weight parameter matrix modification. We
could obtain two essential observations: 1) Combinato-
rial factors degrade the performance of DNN models,
but the impacts cannot be inferred by the results on
individual factors (e.g., “F1” decreases the accuracy by
30.72% than baseline, “F5” yields an accuracy drop of
34.75%, “F1 þF5” is not 65.47% but 57.79% instead);
and 2) combinatorial factors may have some neutral-
ized settings (e.g., “F1 þF5” are slightly more effective
than “F1 þF3 þF5” to degrade DNN accuracy).

TABLE 2. Robustness-affecting factors.

Surface Factor Target

Data ðFDÞ

F1 Adversarial attack
Input X

F2 OOD

F3 Label-flipping attack
Output Y

F4 Label noise injection

Configuration ðFCÞ

F5 Weight modification

Model fh

F6 Bias modification

F7 Conv layer modification

F8 FC layer modification

F9 Number of threadings

F10 Pseudorandom seeds

::: :::

bGitHub, sangminwoo/Recyclenet: Attentional Learning of
Trash Classification. [Online]. Available: https://github.com/
sangminwoo/RecycleNet
cKaggle, Traffic Prediction: GRU. [Online]. Available: https://
www.kaggle.com/code/karnikakapoor/traffic-prediction-gru
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ROBUSTNESS REGARDING DATA
AND CONFIGURATIONS

The DNN model can be represented as a function fh :

X! Y, which accepts an input x 2 X� R
n and returns

an output y 2 Y� R
m, where h 2H denotes the model

parameter/architecture configuration, and X and Y are
the inputs and outputs in the real number domain with
n and m dimensions, respectively. Formally, we can
train a DNNmodel by

fh ¼ trainðX,Y,hÞ: (1)

From this investigation, many factors exert single
or combinatorial effects on the robustness perfor-
mance of DL models in practical scenarios, such as
recycling waste classification and traffic forecasting.
Our previous investigation identified common robust-
ness factors on two DL surfaces: data and configura-
tions. These factors are summarized in Table 2. A
robust DNN should handle small perturbations in both
data and configuration, meaning that it should 1)
always produce the same output for a slightly per-
turbed input, 2) produce correct results in the presence
of noisy labels, and 3) maintain stable accuracy despite
perturbed configurations. Equations (2)–(4) define these
three aspects of DNN robustness with respect to data
and configurations.

Data: For supervised learning, a DNN model
predicts the label of a sample through captur-
ing the pattern between training data and their
predefined labels. A trained DNN model fh is
treated as robust if the input–output relation
ðx,yÞ always holds under perturbed inputs and
outputs.
� Perturbed inputs: During the training period,

perturbed inputs are commonly imposed and

can mislead the learning process. In response
to the perturbations, a robust DNN can be
formalized as

8x 2 X, x̂ 2 X,

jjx� x̂jjp < r ) fhðx̂Þ ¼ y 2 Y
(2)

where x̂ denotes the perturbed inputs under p
normalization with r distance (the degree of
perturbations) to the original input x as the
trained robust model can accept a perturbed
input and return the consistent output. Adver-
sarial attack ðF1Þ is regarded as the different
forms of x̂:

� Perturbed outputs: If the training dataset
contains corrupted or noisy output ðŷ 2 ŶÞ
(e.g., under a d distance to the ground-truth
output y), a robust model fh can still maintain
the correct prediction.

8ðx,yÞ 2 ðX,YÞ, ŷ ¼ y� s,

jjfhðxÞ � ŷjjp < d) fhðxÞ ¼ y,

subject to fh ¼ trainðX, Ŷ,hÞ
(3)

where s 2 R
m�m denotes the label transition

probability matrix.
Configurations: In addition to data factors, the
training variance from configurations (e.g., model
initialization and hyperparameters) is another
reason for the robustness issues of DNNs. A
trained DNN is robust if prediction variance is
less susceptible to configuration perturbations.

8x 2 X, h 2 H, ĥ 2 H,

jjh� ĥjjp < g ) fhðxÞ ¼ fĥ
ðxÞ ¼ y 2 Y (4)

where ĥ denotes the configuration under p nor-
malization with g distance (configuration differ-
ences) to the configuration h:

FIGURE 2. Impacts of combinatorial factors on an image classification DNNmodel.
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Following these definitions, we can measure DNN
robustness by the cumulative confidence decision
boundary (C-CDD) through estimating the confidence
of a model fh to predict all the samples from X: Equa-
tion (5) presents a relative distance from the decision
boundary to the human-desired classes.

C�CDDðX,fhÞ ¼ Ex2XðfhðxÞ½i� � fhðxÞ½j�Þ (5)

where E denotes the expectation operation, i denotes
the human-desired class, and j is the predicted class
with the maximum prediction probability. A lower
C-CDD score indicates that the model potentially has
higher uncertainties in its predictions.

SEARCH-BASED
VARIANCE PREDICTION

Given the two perturbation surfaces [i.e., data ðFDÞ and
configuration ðFCÞ in Table 2], we can obtain a pertur-
bation set TFi

with different predefined values for fac-
tor Fi 2 fF1, :::,FNg. Perturbation strategy ps 2 TF1

:::�
TFi

:::� TFN
is a perturbation instance from all modifica-

tions given all factor combinations. Hence, modified
inputs, outputs, and configurations from the strategy
ps can be obtained by

X̂, Ŷ, ĥ ¼ perturbpsðX,Y,hÞ: (6)

Given N factors with each having T modifications
to the data and (or) configurations, we will have combi-
nations of 2T�N perturbation strategies to evaluate the
robustness of a DNN model. Inspired by search-based
software engineering, we present a search-based frame-
work to conduct selective optimization and reduce the
searching space, as shown in Figure 3. The perturbation
pool collects all perturbation strategies, and we will
select several strategies as the initialization settings for
the investigation module. Here, the selected strategies
are utilized to generate perturbed data samples and
configuration settings via (6). The investigation module
contains three main procedures, i.e., select, evaluate,
and transform (optional), which can be leveraged for
multiple solutions to the combinatorial optimization

problem. 1) Select: the framework selects the candidate
strategies from the perturbation pool. 2) Evaluate: the
performance variances from the selected strategies are
evaluated in this step. 3) Transform (optional): after the
evaluation, some strategies with satisfactory results
may be further transformed to jump out of the local
search space. Here, the transformed strategies and the
original satisfactory strategies are mixed for the next
round of selective optimization. For this search-based
investigation framework, the optimal ps? refers to find-
ing the largest performance variances PVðpsÞ

ps? ¼max
ps

PVðpsÞ
¼max

ps
jC�CDDðX̂,f ĥÞ �C�CDDðX,fhÞj (7)

where X̂ and ĥ are derived from (6).
Our proposed framework is highly extensible and can

accommodate mainstream search-based approaches by
fitting the objective function in (7). The representative
mainstream approaches, including the evolutionary algo-
rithm (EA),13 reinforcement learning (RL),14 and sequen-
tial model-based optimization (SMBO),15 can share the
same steps butmay occur in different orders.

EA
The EA is a fast global optimization algorithm inspired
by biological terminology, whereas an initial set of
individual solutions are introduced to small, random
changes and updated iteratively. Here, we use the EA
to search from the perturbation pool for the expected
ps?: The EA performs the iterative way in the investi-
gation module, and for 8psgþ1

i in the ðgþ 1Þ-th genera-
tion, the transform step is divided as mutate and
crossover:

Select. First, three strategies, psgr1 , psgr2 , and
psgr3 , are randomly selected from the candidate
strategies in the g-th generation, where the
subscript of the strategy ðrÞ indicates the index
of the candidate in the current generation. The
indices of these three strategies should satisfy
r1 6¼ r2 6¼ r3 6¼ i, where i is the index of the
expected strategy psgþ1

i :

Mutate: A candidate psgþ1
i can be obtained

by the mutation operation psgþ1
i ¼ psgr1 þ �ðpsgr2 �

psgr3Þ, where � 2 ð0, 1� denotes a scaling coeffi-
cient for the mutation proportion.
Crossover: The strategy ps can be treated as a
K-length vector that contains a sequence of
modification methods. Let psgi ½j� denote the j-th
ð1� j�KÞ modification in the perturbation
strategy. The crossover follows a random prob-
ability value from the uniform distribution, i.e.,

FIGURE 3. Search-based investigation framework.
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rgi ½j� 	 Uð0,1Þ: The ðgþ 1Þ-th generation of each
particular modification can be obtained as

psgþ1
i ½j� ¼ psgi ½j�, if rgþ1

i ½j�< pr

psgþ1
i ½j�, otherwise

(
(8)

where pr is a user-specified replacement rate
(e.g., 0.9).
Evaluate: For each newly generated strategy
psgþ1

i , we produce a different DNN model by (1)
and return the strategy with a lower C-CDD
score from fpsgi , psgþ1

i g:

The EA can balance the cost and satisfaction from
the user’s specifications and engineering requirements
by configuring the value of � and pr to control how
drastically it reaches a fitness degree constrained
by (7).

RL
The combinatorial optimization problem can be solved
using a sequential decision-making process called RL.
The RL agent learns to make decisions by receiving
positive or negative rewards during state transitions,
which represent the model’s robustness with parame-
ter ĥ: The agent improves over time by gaining more
experience. The action selection is based on the
reward R from the robustness variance. This process
can be represented as a Markov decision process
(MDP) MDP¼ hS,A,R,T , ci: Here, we elaborate on
each of the tuple elements:

State ðSÞ : We represent the network state s 2 S

through a pair of features, s¼ hfĥ ,C�CDDi, for
the newly produced DNN model based on (6) and
the corresponding cumulative confidence score.
Action ðAÞ : During the learning process, the
configurable settings from the strategy are
selected from the perturbation pool, whereas
a 2A denotes the changing settings.
Transition ðT Þ : Taðs,s0Þ ¼ Taðstþ1 ¼ s0 j st ¼ sÞ
denotes the probability of the transition from s

to s0 under action a at time t (the t-th selection
of the strategy).
Reward ðRÞ : RL acts in an MDP to find a policy
A�S ! ½0, 1� that maximizes the expected
cumulative reward, and r 2R denotes the imme-
diate rewards from t to tþ 1 transition time.
Scaling rate ðcÞ : A lower c value contributes
more weight to the short-term reward, while a
higher c value reflects that learning actions
would reward more weight toward long-term
ones.

With the aforementioned instances, a set of strate-
gies are first selected and evaluated by the C-CDD. The
agent receives and learns the numerical rewards from
the transitions, which can be formed as a sequence,
i.e., s0,a0, r1,s1,a1, r2, 
 
 
 : Then, the sequence can be
utilized in the learning iteration until convergence,
reaching our defined objective.

SMBO
SMBO is another alternative option for addressing the
problems regarding searching for configurable pertur-
bation strategies. Our framework is interchangeable to
fit with the components and facets that approximate
the optimal solution based on a sequential model.
SMBO utilizes previous belief distribution to fit a
Gaussian mixture model for the desired strategy to
the DNN model fh: Specifically, for the search-based
variance prediction, SMBO conducts two steps for esti-
mation of the global optimal ps? with the largest perfor-
mance variance:

1) Evaluate: SMBO incrementally accepts from
zero to t number of distinct perturbation strate-
gies and constructs an acquisition function
using the posterior for fh with the previous t� 1

evaluations fðpsi ,PVðpsiÞgt�1
i¼1:

2) Select: The acquisition function selects the next
potential perturbation strategy psiþ1 and cal-
culates the corresponding PVðpsiþ1Þ for the
update of the acquisition function. The acquisi-
tion function determines the next points (another
strategy) worth being evaluated, which keeps the
balance between different perturbation factors
(in the sense of which factor is more essential)
and exploration of the strategies (in the sense of
which settings are more effective to degrade).

The fitness agreement is still determined by humans;
when SMBO reaches a given value or a specific thresh-
old time (i.e., the total number of evaluation times t), the
potential strategy from the current acquisition function
is regarded as approximation of the optimal settings.

CONCLUSION
In this article, we presented and studied the two pri-
mary sources of performance variances in DL, i.e.,
imperfect data and configurations. We showcased
the performance variances in real-world applications
in various CSIRO missions. The proposed framework
sheds light on future research in robust DL by provid-
ing a promising groundwork for predicting influential
factors with search-based optimizations. Furthermore,
exploring the potential solutions for mitigating the
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combinatorial effects from multiple robustness-affecting
issues is promising. In future work, we incorporate itera-
tive optimization into the related countermeasures, opti-
mizing each subproblem iteratively.
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